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Linkedin Data Breach
• Date: June 2021
• Impact: 700 million users
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Types of Data Affected
• User information for 90% of the 

users were stolen.

Hill, M. (2021) The 15 biggest data breaches of the 21st century. CSO Online.

Taylor, S. (2021) New LinkedIn Data Leak Leaves 700 Million Users Exposed. Available from: https://restoreprivacy.com/linkedin-data-leak-700-million-users/ [Accessed 12 October 
2022].
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Types of Data Affected
Email Addresses, Full names, Phone numbers

Physical addresses,
Geolocation records,

LinkedIn username and profile URL,
Personal and professional experience/background,

Genders,
and other social media accounts and usernames

Hill, M. (2021) The 15 biggest data breaches of the 21st century. CSO Online.

Taylor, S. (2021) New LinkedIn Data Leak Leaves 700 Million Users Exposed. Available from: https://restoreprivacy.com/linkedin-data-leak-700-million-users/ 
[Accessed 12 October 2022].
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What Happened?
• User information was obtained 

using data scraping from LinkedIn 
API and other sources and offered 
for sale for 500$

National Council on Identity Theft Protection (2022) The LinkedIn Data Breaches: What to Do and Who Was Affected - IdentityTheft.org. Available from: 
https://identitytheft.org/data-breach/linkedin/ [Accessed 12 October 2022].

Taylor, S. (2021) New LinkedIn Data Leak Leaves 700 Million Users Exposed. Available from: https://restoreprivacy.com/linkedin-data-leak-700-million-users/ 
[Accessed 12 October 2022].
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Who was responsible?
• TomLiner
• Classified as a “God” User” in the 

undermarket!

Taylor, S. (2021) New LinkedIn Data Leak Leaves 700 Million Users Exposed. Available from: https://restoreprivacy.com/linkedin-data-leak-700-million-users/ 
[Accessed 12 October 2022].
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Were any Escalation(s) Stopped - How?
• LinkedIn published as 

statement and a 
warning.
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Was the Business Continuity Plan instigated?

• No
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Was the Business Continuity Plan instigated?

• Per Article 4 of GDPR, a ‘personal data breach’ is a “breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data 
transmitted, stored or otherwise processed”

• The author stated that it was not a data breach because private data was not disclosed. Private data 
was protected with OAuth 2.0 for authorization and authentication.  All they did is data scraping and 
aggregation.

Brockner, E. A. (2021) LinkedIn's June 2021 'Breach'. Available from: https://www.linkedin.com/pulse/linkedins-june-2021-breach-
edwin-brockner-cipm [Accessed 12 October 2022].

General Data Protection Regulation (GDPR) (2022) General Data Protection Regulation (GDPR) – Final text neatly arranged. Available 
from: https://gdpr-info.eu/ [Accessed 12 Oct. 2022].
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Was the ICO notified? 
• It is a US company, and 

they posted an 
international statement
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Where the Users Notified?
• Yes, by email.

Sjouwerman, S. (2022) Scam Of The Week: LinkedIn Email Change Your Password. Available from: https://blog.knowbe4.com/scam-of-the-week-linkedin-email-
change-your-password [Accessed 12 October 2022].

April’s Breach
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What were the social, legal, and ethical 
implications of the decisions made?
• Riks of:

– Identity theft
– Phishing attempts
– Social engineering attacks
– Hacked accounts

Taylor, S. (2021) New LinkedIn Data Leak Leaves 700 Million Users Exposed. Available from: https://restoreprivacy.com/linkedin-data-leak-700-million-users/ 
[Accessed 12 October 2022].

Brockner, E. A. (2021) LinkedIn's June 2021 'Breach'. Available from: https://www.linkedin.com/pulse/linkedins-june-2021-breach-
edwin-brockner-cipm [Accessed 12 October 2022].
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What Mitigations Would’ve Put had you been 
the ISM of the Organization
• Before the incident:

– Enforce 2FA
– Nework traffic monitring

• After the incident:
– Enforce 2FA
– Send emails warning from possible phishing attacks after the 

incident
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Thanks!


